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* NTP (Network Time Protocol)
c 2y T =7 ICERT Ak OX RIS 7 A O
» —fXICUDP?D123F R — h &2 EHT %
e Stratum’= AW /-[EE#EEZ H D
s BHDN=2 3 YDFET DD, ARICENTIZ
I817/8—2 3 > (NTP version 4, RFC 5905) Z#{EHY %
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B R DONTPEYEE/ T v b

M/ Xy  OMACIZ 1L, MD5SEES1t¥ — [foobar] TK&7=/Nv I a2 hAHEA

Source Destination Protocol Length  Info . i Source Destination Protocol Length  Info
NTP 110 NTP Versi i 127.0.0.1 127.0.0.1 \ 118 NTP Version 4, client
110 NTP Version 4, serv 2 6.666162 127.9.0.1 127.9.0.1 NTP 11@ NTP Version 4, server
H
Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (886 bits) » Ethernet II, Src: Xerox 00:00:00 (00:00:00:00:00:00), Dst: Xerox 00:00:00 (00:00:00:00:00:00)
Ethernet II, Src: Xerox_00:00:00 (00:00:00:00:00:00), Dst: Xerox_00:00:00 (00:00:00:00:00:00) » Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
Internet Protocol Version 4, Src: 127.0.08.1, Dst: 127.0.0.1 » User Datagram Protocol, Src Port: 123, Dst Port: 32909
User Datagram Protocol, Src Port: 32909, Dst Port: 123 ~ Network Time Protocol (NTP Version 4, server)
Network Time Protocol (NTP Version 4, client) » Flags: @x24, Leap Indicator: no warning, Version number: NTP Version 4, Mode: server
* Flags: @x23, Leap Indicator: no warning, Version number: NTP Version 4, Mode: client
[Delta Time: ©.000162008 seconds ]
Peer Clock Stratum: unspecified or invalid (@) Peer Clock Stratum: secondary reference (3)
Peer Polling Interval: @ (1 seconds) Peer Polling Interval: @ (1 seconds)
Peer Clock Precision: @ (1.000000000 seconds) Peer Clock Precision: -20 (0.000000954 seconds)
Root Delay: ©.000183 seconds Root Delay: 0.047195 seconds
Root Dispersion: 0.000000 seconds = Root Dispersion: ©.098846 seconds
Reference ID: NULL CI Ient Reference ID: 86.59.42.2 Server
Reference Timestamp: NULL Reference Timestamp: Jul 14, 2008 14:01:53.541332904 UTC
Origin Timestamp: NULL Origin Timestamp: Jul 14, 2008 12:58:59.168000221 UTC
Receive Timestamp: NULL Receive Timestamp: Jul 14, 2008 14:20:52.385549765 UTC
Iransmit Timestamn- Iul 142048 12-58-59 168000221 UIC Transmit Timestamo- Jul 14 2008 14-26-52 385626729 UIC
Key ID: 90000001 Key ID: 00000001
Message Authentication Code: 52800c2b5900646684f44cadeecel2b8 essage Authentication Code: 669f97c1f@fleb77dcc@c57cec283141

00 00 00 60 00 0O 00 O 00 00 PG 00 B8 60 45 @0 00 00 00 00 00 00 00 00 00 60 00 6O A8 00 45 00
0010 @0 60 00 00 40 60 40 11 3c 8b 7f @0 60 @1 7f 00 .- 00 60 00 00 40 00 40 11 3c 8b 7f 0@ @0 @1 7T @0
0020 @0 01 80 8d @@ 7b @@ 4c 9a d@ 23 00 00 00 @0 60  -- 00 01 @0 7b 80 8d @@ 4c 5c 8c 24 03 00 ec 00 00

00 Oc 00 00 00 90 00 PO 00 00 00 00 00 00 00 @0 @c 15 00 00 19 4e 56 3b 2a 02 cc 25 da d1 8a 94

00 00 00 90 00 90 00 00 00 00 00 00 00 00 _0a 0 cb 10 cc 25 cc 13 2b 82 10 00 cc 25 df 44 §

90 88 cc 25 cc 13 2b 82 10 00 00 09 09 01452 8 3 b3 cc 25 df 44 62 b8 6e ec 00 00 00 01

@c 2b 59 00 64 66 84 f4 Ac ad ee ce 12 b8 60 §97 c¢1 @ f1 eb 77 dc c®@ <¢5 7c ec 28 31 41

Wireshark (NTP/X7 v )
https://wiki.wireshark.org/NTP 14
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NTP k>l 7 |C

C2 server

Time Source Destination
1 0.000000 192.168.127.185 192.168.127.185
2 7.975294 192.168.127.185 192.168.127.185
3 7.997825 192.168.127.105 192.168.127.105

» User Datagram Protocol, Src Port: 123, Dst Port: 64676
~ Network Time Protocol (NTP Version 4, server)

Protocol
NTP
NTP
NTP

Length  Info
131 NTP Version 4, client
99 NTP Version 4, server
112 NTP Version 4, client

» Flags: @x24, Leap Indicator: no warning, Version number: NTP Version 4, Mode: server

[Delta Time: 7.975294000 seconds]

Peer Clock Stratum: secondary reference (4)

Peer Polling Interval: 10 (1024 seconds)

Peer Clock Precision: -18 (0.800976562 seconds)

Root Delay: 8.847195 seconds

Root Dispersion: 1.000000 seconds

Reference ID: 10.123.123.123

Reference Timestamp: Dec 27, 2023 09:23:08.910986631 UTC

Origin Timestamp: Dec 27, 2023 09:24:15.910986646 UTC

Receive Timestamp: Dec 27, 2023 ©9:24:35.910986651 UTC
cansmit jmgsiamp' Dec 27 2023 p0-24-35 01090366571 UTC

Key ID: 7b00oeee

Message Authentication Code: 74797065207365637265742e747874

02 90 00 00 45 00 V@ 5t dbo 6b 00 @0 80 11 00 00 E--_
c@ aB 7f 69 c@ a8 7f 69 @0 7b fc a4 00 4b 64 ce i---1
24 94 Pa 6 00 00 Oc 15 0O ©1 00 00 Ga 7b 7b 7b 3

e9 36 6b 7c e9 36 6b 7c €9 36 6b bf e9 36 6b bf k| -6k|
e9 36 6b d3 e9 36 6b d3 e9 36 6b d3 9 36 6b d3 6k -6k

7b 00 00 00§74 79 70 65 20 73 65 63 72 65 74 2e type
/A 78 74 txt

k

{ Kd
{

ok - -6k

6k - -6k

secret.

MACICA= Y FZBALTIZ 747 MITEE

< > F ! type secret.txt

K BHC2/XT K

client

Time Source Destination Protocol Length  Info
10. a 192.168.127.105 192.168.127.105 NTP 131 NTP Version 4, client
( 2 7.975294 192.168.127.105 192.168.127.105 NTP 99 NTP Version 4, server
3 7.997825 192.168.127.165 192.168.127.165 NTP 112 NTP Version 4, client

1

+ Null/lLoopback
* Internet Protocol Version 4, Src: 192.168.127.105, Dst: 192.168.127.105
¢ User Datagram Protocol, Src Port: 64676, Dst Port: 123
~ Network Time Protocol (NTP Version 4, client)
* Flags: O@xe3, Leap Indicator: unknown (clock unsynchronized), Version number: NTP Version 4, Mode: cl
Peer Clock Stratum: unspecified or invalid (@)
Peer Polling Interval: 10 (1024 seconds)
Peer Clock Precision: @ (1.000000000 seconds)
Root Delay: ©.000000 seconds
Root Dispersion: 1.000000 seconds
Reference ID: NULL
Reference Timestamp: NULL
Origin Timestamp: NULL
Receive Timestamp: NULL
cansmit Tiw' Dec 27 2023 fA0-24-35 010036651 |TC
Key ID: 7b@00eee
Message Authentication Code: 536179616e6172612032303233212057656c63616d65203230323421

02 00 00 00 45 @0 9@ 6c db 6c OO @0 89 11 @0 08 E--1 -1
c@ a8 7f 69 c@ a8 7f 69 fc a4 0@ 7b 8@ 58 63 ac i---1
el 00 Ba 90 00 90 90 90 90 01 00 00 00 00 00 00

00 00 00 00 PO 00 00 00 00

{-Xc
0 DD (O - 0 DD ( (9], (9],
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Future Work

s T AN EMEBEBEF EORR

* QUIC (Quick UDP Internet Connection)
« HTTP/3 (Hypertext Transfer Protocol version 3)
 Transport Layer Security (TLS)
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Thank you.



	スライド 1: NTP トンネリングの脅威モデルの実証とその対策
	スライド 2
	スライド 3
	スライド 4: Command & Controlの概要
	スライド 5: 不正秘匿通信手法の定義
	スライド 6: 研究背景
	スライド 7: 研究目的
	スライド 8
	スライド 9: Network Time Protocolの概要
	スライド 10: NTPパケットフォーマット
	スライド 11
	スライド 12: NTPトンネリングの定義
	スライド 13: NTP認証
	スライド 14: 正常時のNTP認証パケット
	スライド 15
	スライド 16
	スライド 17
	スライド 18: NTPトンネリング対策の提案
	スライド 19: NTPトンネリング対策案の評価
	スライド 20
	スライド 21: まとめ
	スライド 22: Future Work
	スライド 23



